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APPENDIX H. INDEX

ACDA, l-101h, 2-l17a(5)

Assurances, Facility Security, 2-117

Assurances, Individual, 2-322, 2-323

Authority and Scope of Industrial Security Regulation, 1-101

Board Resolutions, 2-205a

Briefings and Debriefings, Defense Securit~
COMSEC Access, l-108b(13), l-108a(7), 2-314
Contractor Activities on User Agency Installation, l-108b(7), l-108e(5)
IntelMgence, 2-317
Type A Consultants, l-304a
Visits by Designated Country Representatives, 1-304b

Came-outs, ’l-l14f, 1-205.1

Classification and Declassification:
Application and Procedures, 7-100
C-&sification In.terpretat;on  Procedures, 7-105

,. ----,., . . Downgrading and Declassification, 7-107
FOR OFFICIAL USE ONLY -- Protective Marking, 7-108
Issuance of Classification Guidance (DD Form 254), 7-102, 7-105:

Classification Review, 7-104a
COMSEC or Other Special Access Programs Contracts, 7-102g

Determining Classification, Appendix D-101
Development of Guidance, Suggested Method, Appendix D-102
Final, 7-102b
Need-to-Know Review, 7-104d
Notification of Review Results, 7-104c
Original, 7-102a
Public Disclosures, 1-113, 7-1021
Reference Material, 7-102e ~~
Required Review (Distribution), 7-103
Review Not Required, When, 7-104b .
Revised, 7-102c
Special Situations, 7-102d
Subcontract Guidance, 7-102f
Unsolicited Proposals, 7-102h
Waivers to, 7-100b

Retention of Classified Material, 7-106
Security Classification, 7-101

Classification Guidance (See Classification and Declassification), 7-102

*

Classification Review, 7-104
‘.. ~

‘...4J Classified Material Retention,’7-106
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Clearances, Facility:
=fstrative Termination, 2-119
Changed Conditions:
Address Change,”2-l18c
Adverse Information Notification, 2-l18j
Adverse Personnel Actions, 2-l18e
Closing of Business,. Bankruptcy, 2-l18d
Debarred Bidders’ List, 2-l18g
FOCI Changes, 2-l18k
General Procedures, 2-118
Operating Name Change, 2-l18a
Ownership or Management Change, 2-l18b
Parent Organization Changes, 2-l18h
RFI Changes, 2-l18f
Upgrading of Facility Clearance, 2-l18i

Cognizant Security Office Responsibilities, 2-llla, 2-lllb
Debarred Facilities, 2-lllg, 2-l18g, 2-122d
Definition of, 2-102a
Denial, Suspension, or Revocation of, 2-121, 2-122
Eligibility for Access, 2-101
Eligibility for Clearance, 2-102a
Facility Security Assurances, 2-117
Facility Under FOCI, 2-102a
FOCI (See Foreign Ownership, Control, or Influence)
Granted by Cognizant Security Office, 1-101c(1)
Ineligible 00DEP, 2-llld “
Initial Survey, l-108d, 2-103, 2-l16d ‘“
Interim Clearances, 2-102b, 2-lllb
NAC, 2-110, 2-lllc
00DEP Clearances:
Colleges and Universities, 2-l13d
Commercial Carriers, 2-l13e
Corporations, Associations, and Nonprofit Organizations, 2-l13a
Eligibility Determinations, 2-l13f
Exclusion Procedures, 2-l13g
Foreign National 00DEPs, 2-114
Negotiators (See Clearances, Personnel)
Partnerships, 2-113c
RFh, 2-l13h
Sole Proprietorships, 2-l13b

Procedures for Processing:
Assumption of Security Cognizance, 2-l16b
Certificate Pertaining to Foreign Interests, 2-104b(2), 2-l16e(3), 2-l16f
DoD Technical Information Dissemination Activities, 2-l16j
Documents Forwarded to DISCO, 2-l16g
Final Actions, 2-l16i
Follow-up Action, 2-l16h
Initial Visit, 2-116c
Justification, 2-l16a -.
Reciprocal, 2-116j (3)
Security Agreement, 2-l16e(l).. .
Security Agreement Appendage, 2-l16e(2)
Security Sumey, .,2-i16d .

Processing Responsibility,” 2-103
Reprocessing or’ Revalidation of, 2-120ti”-2-123
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~(” Restricted Data, .2-112

SPP R6qulrement, 2-llIh
/

Termination, Revocation, or Suspension of Facility clearance, l-logb(lz),
1-108c(4)

TOP SECRET-Facility Clearances, 2-llle, 2-llli
Types of Facilities:
Commercial.Carriers, 2-104g
Commercial Messenger Service, 2-104h
Consultants, 2-105<
Multiple Facility Organization, 2-104a
Parent Facilities, 2-104c
Parent-Subsidiary Relationships, .2-104b
Single Facility Clearances, 2-104d.
Small Business Pools, 2-104e”
Temporary Help Suppliers, 2-104f

Upgrading, 2-lllf
Verification of Clearance and Storage Capability, 1-108c(3), 1-110, *

l-lllb, 1-111.1, 1-409, 2-118j *

Clearances, Personnel
Access to NIUO Classified Information, 2-321
Administrative Downgrading of TOP SECRET, 2-311
Administrative Termination of, 2-301d, 2-310
Application, ””2-300
Colleges and University’Per60nnel, 2-318

> . . .. . . . . ..+. COMSEC Requirements:,.,
Briefing and Debriefing, 2-314, 1-108
Clearance Processing, 2-313

Conversion of Clearances:
DOE and NRC Clearances, 2-309b., 2-309c
Executive Branch Clearances, 2-309a,

Critical Nuclear Weapon Design Information (CNWDI) Requirements, 2-212.1
DISCO, 2-302
Denial of Admittance to User Agency Installations, 2-316
Denial, Suspension, or ~evocation, of, 2-320

General Procedures, 2-301a
Granted by DISCO, l-101b(2)
Hostage Case Processing, 2-305 .
Immigrant Aliens, 2-307h, 2-327
Intelligence Briefing and Debriefing, 2-317
Interim Personnel Clearances, l-108b(10), l-108e(10), 2-301b
Invalid and Void Clearances, 2-301c
Negotiators, 2-115
PRP Requirements, 2-324
Requirements for Processing:
CONFIDENTIAL, 2-308f
Inter% CONFIDENTIAL, 2-308g
Interim SECRET, 2-308e
Interim TOP SECRET, 2-308c
Prior DoD Investigations, 2-308h
SECRET, 2-308d
TOP SECRET, 2-308b

\. i ,,”” Responsibility for Effecting, 2-307.\, .<.’.)
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RESTRICTED DATA, 2-312
RFI Processing, 2-306 /

Security Assurances:
Nationals of Signatory Governments, 2-323
U.S. Citizens (Bilateral Reciprocal), 2-322

SENSITIVE COMPARTMENTED INFORMATION Requirements, 2-315
Special Status of Certain Canadian Born American Indians, 2-303
Transfer of MPO Personnel, 2-304
Types of Personnel Investigations:
Background Investigations, 2-3 19b
Other Investigations, 2-3 19c
Personnel NAC, 2-319a

User Agency Reporting Adverse Inf ormat ion, 2-319. i

Closed or Restricted Areas, l-108b (9)

“Close-Out” Inspections, 4-300 .

Cognizant Security Off ice Responsibilities, l-103b
00DEPS, Processing of, l-103d
Security Actions Performed by Head of Installation, Rdat tve to:

Grant Facility Clearance, 1- 108c ( 1 )
Inspections, 1-108c (2)
Terminate, @voke,. Suspehd Facility, Clearance, 1-108c (4)
Verify Facility Clearance. and Safeguard Ability, 1-108c (3)

Commercial Carriers
Approval of, 1-702
Authority for Security Cognizance, l-300f
Central Master File, l-300h
Escorts, l-300g
Facility Clearance Requirements, 2-104g, 2-l13e
Glossary of Te~, Annex A of DoD 5220. 22-C
Inspection Report, 4-106,
MTMC, Areas Se~iced, appendix E
MTMC, Functional Responsibilities, appendix F
Protective Services Provided, l-702b
Qualifications, l-702a
Responsibilities of Cognizant Security Of f.ice, 1-703 ‘
Security Procedures, l-10lf
Shipment by Truck, l-300g

COMSEC
Application Procedures and Conditions, 1-500
Briefings, l-lQ8b(13) , l-108e(7) , 2-313
Clearance Requirements, 2-313 and 2-314
Destruction and Disposition, 1-505
Establishing a COMSEC ‘Account, 1-504

Inspections, 4-107
NSA Operational Responsibility, 1-306
I&lease to U.S. Contractors, 1-502.
Requirements, 1-501
Shipment , 1-506
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.
Subcontracting COMSEC Work, 1-503
Unsolicited Proposals, 1-507

Consultants
Classified Material,
Disclosure of CNWDI,
Employed Under Civil
Type A, 2-106
Type B, 2-107
Type C, 2-108

Transmitted To, 1-601c
1-111*1C
Service Procedures, 2-109

Contracting Officer, Industrial Security Functional Responsibilities, appendix C

Contractor Activities Located On User Agency Installation, l-103b, 1-;08

Contracts Performed Abroad, 1-115
DISCO Responsibilities, l-l15b
Security Cognizance, l-l15a
User Agency Responsibilities, 1-115c

Conversion of Clearances, 2-309

Disclosure of, 1-111.1
“Requirements for Access, 2-312.1

Critical Technology, 1-221.2

Debarred Facilities, 2-lllg, 2-l18g, 2-122d

DISCO:
Clearance Responsibility, l-300e, 2-302
Contracts Performed Abroad, l-l15b
Files, 2-403
Foreign Travel, l-304a(l)
Personnel Clearances, 2-307
Responsibilities, 1-101c(2), l-103d, 2-302
Type A Consultant, 1-304a
Verification of Personnel Security Clearances, 2-404

DIS Operational Areas, appendix B

Definitions, 1-200

Denial, Suspension, or Revocation of Facility Clearances, 2-121, 2-122

Designated Countries (list of), l-304a

DOE and DoD Programs (Reciprocal Use), 4-102

Downgrading and Declassification, 7-107

Emergency Safeguard Procedures, l-10ld

*
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Essential Elements of Friendly Information (EEFI), 1-227.1

Facilities, Types of, 2-104

Facility, Changed Conditions, 2-118

Facility Files, Maintenance of:
Application, 2-400
Cognizant Security Office Responsibilities, 2-402
DISCO Responsibilities, 2-403
File Folders, 2-401
Verification of Personnel Security Clearances, 2-404

Foreign Classified Contracts or Subcontracts in the U.S., 8-103

Foreign Classified Information, Access to, 8-500

Foreign Classified Information, SafeWarding of, 8-102

Foreign Nationals:
Meetings Attended By, 1-407
OODEPS, 2-114

Foreign Ownership, Control, or Influence:
Annual Visit to Excluded Parent, 2-104b(2)(d)
Appeals, 2-203e
Assistance by Cognizant Security Office, 2-204
Certification, 2-207
Changes Mfecting Facility Clearance; 2-l18k
Criteria for Determination, 2-202
Effects On Prior Clearances, 2-208
Facilities Under FOCI, 2-102a
General Policy, 2-201
Method To Remove or Negate Effects of:

Board Resolution, 2-205a
Proxy Agreement, 2-205c
Special Security Agreement, 2-205e
Voting Trust Agreement, 2-205b

Processing Procedures, 2-203
Visitation Agreements, 2-206

Foreign Travel, 1-304

Forms, Industrial SecuritY:
Exhibit of Forms, part 2, section 9
Index of Forms, 9-100

FOR OFFICIAL USE ONLY -- Protective Marking, 7-108

Functional Responsibilities of MTMC, TO, and CSO, appendix F

Glossary of Acronyms and Abbreviations, pages vii, viii~ ixj and x

.

Hostage Case Processin~, 2-305
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{ Immigrant Aliens:
Contracting Officer Responsibilities, 2-327
Personnel Clearance Processing, 2-307h
Visits, 3-104a(2) ,

Independent Research and Development, 1-101c(1)

DoD 5220.22-R
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Inspection Reports:
Exchange with Head of User Agency Installation, l-108d
Use of, 4-105

Inspections, Security:
.5

By Contractor on User Agency Installation, l-108e(3)
“Close-out” Inspections, 4-300
Commercial Carrier Inspection Report (DIS Form 1148), Use of, 4-106
COMSEC Inspections, 4-107
DOE and DoD Programs (Reciprocal Use), 4-102
Exchange of Inspection Reports, l-108d
Formal Notification of Results, 4-108
Frequency of, l-103d
Inspection Report (DD Form 696), Use of, 4-105
Notification of Inspection, 4-104
OPSEC, 4-103h, 10-104 *
Purpose, 4-101
Remedial Action By Head of User Agency Installation, l-108e(4)

-(”” Schedule, 4-103
Tempest Countermeasures, 4-105.1
Unsatisfactory Inspections:

Commercial Carrier, 4-202
Procedures, 4-201

Interim Clearances, Facilit~, 2-102b, 2-lllb

Interim Clearances, Personnel, l-108b(10), l-108e(10), 2-301b

International Security Programs:
Access to Classified Infotition of Foreign Governments:.
Administrative Termination, Letter of Consent, 8-502
Annotation of Clearance Records, 8-503
General Information, 8-500
Security Assurance, 8-501,.

Application of Procedures, 8-104, 8-200, 8-202
Foreign Classified Contracts or Subcontracts in the U.S.:
Channels of Transmission, 8-102g
Cognizant Security Office Responsibilities, 8-103d
Deputy Director (Industrial Security), HQ DIS, Responsibilities, 8-103c
Loss or Compromise, 8-lC)3d(4)
Preliminary Contracts, 8-103a
Received from Outside U.S., 8-102g(2)
Table of Functional Responsibilities, 8-103
Transmitted Outside U.S., 8-102g(l), Appendix G

General, 8-102:
Coasts,. 8-102a&“.. ~ Security Requirements ‘Clause, 8-102f
Subccmcracts, 8-102e
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Transmission of Classified Material, 8-102b
“U. S. Mutitions List” Items, 8-102d
Use of U.S. Information, 8-102c

Overseas Operations.of U.S. Contractors:
Access, 8-401
General Information, 8-400
“Safeguarding. U.S. Classified Information:
Custody and Storage, 8-402b
Disclosure, 8-402c
Transmission, 8-402a, Appendix g

U.S. Classified Contracts, -arded to Foreign Contractor, 8-104
U.S. Patent Agents (For Foreign Governments):

Application, 8-200
General, 8-201
Participating Countries, 8-203
Procedures, 8-202

Interpretations, Request For, 1-303

Invalid and Void Clearances, 2-301c

MTMc:
‘Areas Seniced, appendix E

Functional Responsibilities, l-10lh, l-103e, appendix F

NAC, 2-110, 2-lllc

NATO :
‘Access to, 2-321

Hand-carried Material 1-603
Visit Procedures, 3-501

NPLO Visit Procedures, 3-502

Negotiators, 2-115

Notification of Security .Assignment, 1-302

Objective of the Industrial Security Program, 1-100

01s1: ‘
Activities on User Agency Installation, l-108f
Addresses, 8-302
Functions, 8-301
General Information, 8-300

Overseas Operation of U.S. Contractors, 8-400

00DEPs :
Clearances, 2-113 . .

Foreign Nationals, 2-114
Ineligible, 2-llld .
Processing by Cognizant Security Office, l-103d

,.
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Operations Security (OPSEC):

Application, 10-102
Authorization and Scope,
Definition, 1-252a
General, 10-101
OPSEC Indicators, l-252b

l-10ld

Procedures for Inspecting, 4-103h, 10-104
Purpose, 10-100
Responsibilities, 10-103-.

*“
*
*
*
*
*
*
*
*

Patent Agents, 8-200

Privileged Information, 1-116

Processing, Facility Clearances (See “Clearances, Facility”)

Processing, Personnel Clearances (See “Clearances, Personnel”)

Proxg &reement, 2-205c _

Public Disclosures, 1-113, 7-1021

References, pages v and vi

/ ;.”: .-:,,. Release of Economic and Technical Information, “appendi% A . .

Reprocessing or Revalidation of Facility Clearances, 2-120, 2-123

Representatives of a Foreign Interest:
Changed Conditions, 2-l18f
Clearance Processing, 00DEP, 2-l13h
Clearance Processing, Personnel, 2-306
Meetings, Attendance by, 1-407

Restricted Data, 2-112

Scientific and Technical Information Release Program, l-llOe

Security Assurances, 2-117, 2-322, 2-323

[ Security Costs, 1-109

Security Education:
Application, 6-100
Distribution of Material, 6-105
Funding, 6-103
Material Available, 6-104
Preparation of Materialy 6-102
Responsibilities, 6-101
Training Schools, 6-106
User Agency Installation, By Head Of, l-108e(5)
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SENSITIVE COMPARTMENTED INFORMATION:
Access Authorization Processing,
Contracts Awarded By:

NSA, l-305a
Other User Agencies, l-305b

Contract Security Classification
Requirements, 2-315

Speciai Access Programs:

l-305d

Specification, l-305c

Additional Investigative Requirements, l-l14e
Authority to Establish, l-l14b
Authorization for Access, l-l14d -
Came-out, l-l14f
COMSEC or Other Special Access Contracts, 7-102g
Incorporation in Contracts, l-l14c

*

Sponsorship of Meetings:
Approval for Attendance at Classified Meetings, 1-409
Attendance by Foreign Nationals and RFIs, 1-407
Controlling Disclosures, 1-406 v
Disclosure Authorizations, 1-408
General Policy, 1-401
Guides for Sponsorship, 1-403
Location of Meetings, 1-404
Notification of Meetings, 1-410
Requests for Sponsorship, 1-402
Security Procedures, 1-405
Types of Meetings, 1-400

SPP, l-108b(2), 2-lllh

Summary of Changes, pages iii and iv

Survey, Facility Security, l-108d, 2-103, 2-l16d

Tempest Countermeasures, 4-105.1

Termination of Personnel Clearances, Administrative, 2-301d, 2-310

Termination, Revocation, or Suspension of Facility Clearances, l-108b(12), 1-108c(4

Training Schools, 6-106

Transmission of Classified Material:
Application, 1-600
Approved Methods, 1-601
Classified Hardware, l-601d
Hand-carrying Aboard Commercial Aircraft, 1-601e
NATO, 1-603
Requiring Contracting Officer Approval, 1-602
Shipment of SECRET Material, l-103e . “
U.S. Express Mail”; 1-601

*
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( ““ Unsatisfactory Inspections, 4-201, 4-202

Unsolicited Proposals, 7-102h

User Agency Procedures, 1-107

Verification of Clearance and Storage Capability, 1-108c(3), 1-110, l-lllb, *
1-111.1, 1-409, 2-l18j *

Violations, Security:
Additional Reporting Requirements, 5-104

,
Contractor Activities on User Agency installation, l-108b(ll), l-108e(ll)
Espionage, Sabotage, and Subversive Activities, 5-101
Inquiries into Delays, Tampering, or Improper Shipping Methods. 5-108
Investigation by Contracting User Agency, 5-1(I7
Investigation by Head of User Agency, l-108b(8), l-108e(6)
Investigative Support, 5-103
Loss, Compromise, and”Suspected Compromise, 5-102
Other Administrative Violations, 5-106
Ocher Security Violations, 5-105

visits :
By Communist Country Representatives, l-304b
By User Agency, 1-300c
Visits to Foreign Governments and Activities:

Application, 3-400
ITAR Guidance, 3-400b
Processing Time, 3-400f

Visits to Gove~ent Activities Other Than User A~encies:
DOE Installation or DOE Contractors, 3-301
Other Visits, 3-302 ~

Visits to User Agency Activities:
Compliance With User Agency Request, 3-205
General Rules, 3-201
Outside the U.S., 3-203
User Agency Actions, 3-204
Within the U.S., 3-202

Visits to User Agency Contractors:
East-West Visit Exchange Program, 3-106
General Rules, 3-101
Investigative Requirements, 3-104a
Long-Term’”Visits,  3-102
RESTRICTED DATA, Visits Involving Access to, 3-105
Visitor Categories and Procedures:

Category 1, 3-103a
Category 2, 3-103b
Category 3, 3-103C
Category 4, 3-103d
Category 5, 3-103e

.,. Voting Trust Agreement, 2-205b
~<>

‘..>$ Waivers and Exceptions to the Industrial Security Regulation, l-114a
, .
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